3GPP TSG-SA3 Meeting #104-e 
S3-213154
e-meeting, 16 - 27 August 2021






    merge of S3-213016, S3-212997 and S3-212998
Source:
Ericsson, Lenovo, Motorola Mobility
Title:
Update on the Solution #5: Providing the Security protection of data via Messaging Framework
Document for:
Approval 

Agenda Item:
5.16
1
Decision/action requested

Approve this contribution to update solution #5 in the eNA study TR33.866
2
References

[1] 3GPP TR 23.700-91: “Study on enablers for network automation for the 5G System (5GS); Phase 2” 

[2] 3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services ".
3
Rationale

The update is needed since the adaptors are defined as the 3GPP services offered by Messaging Framework Adaptor NF (MFAF) in TS 23.288.
The Editor’s note ‘The procedure and messages need to be aligned with SA2’ is removed since the procedure is aligned with SA2’s TS 23.288.
The Editor’s note ‘How to prevent malicious data consumers to trigger unnecessary key updates is FFS’ is removed by adding ‘The data consumer is trusted in this solution’.
4
Detailed proposal
Solution #5: Providing the Security protection of data via Messaging Framework
6.5.1
Introduction

This solution addresses KI#1.4 on the security of data via Messaging Framework.


The DCCF is a control-plane function that coordinates data collection and triggers data delivery to Data Consumers. 
The Figure 6.2.6.3.4-1 in TS 23.288 [4] depicts how a data consumer (e.g. NWDAF) obtain data and be notified of events using the DCCF and a Messaging Framework. The 3GPP DCCF Adaptor (3da) Data Management service and 3GPP Consumer Adaptor (3ca) Data Management service of the Messaging Framework Adaptor Function (MFAF) are used to interact with the 3GPP Network and the Messaging Framework. 


6.5.2
Solution details

This solution proposes to use existing SBA mechanism for confidentiality protection, integrity protection, and replay-protection on the new interfaces between 3GPP entities and the MFAF.
This solution also proposes a procedure for the confidentiality, integrity, and replay protection of the transferred data against the Messaging Framework in case that the collected data is not requested to be formatted/processed. 

For the same type of data collection, the DCCF can manage an encryption key and an integrity key. The DCCF provides the keys to the data consumer and the data producer. The data producer will use the keys to encrypt the data and generating the MIC (Message Integrity Code), while the data consumer will use the key to decrypt the data and check the MIC. In such way, the data will not be revealed to the Messaging Framework and any modification of the data can be detected. In case a new Data Consumer subscribes to the same type of data where a notification procedure is already ongoing, then a key refresh procedure is carried out. In the following the term subscription ID is used, where the subscription ID includes information to identify the Data required (e.g. a set of Event ID(s) from Data Producer NF), information to identify the UE (single UE, group of UE(s) or any UE), optionally information to identify the data producer, and filtering information such as location area or time of day where data is required from.

Our solution is exemplified using the steps of the solution shown in Figure 6.5.2-1 based on the procedure shown in Figure 6.2.6.3.4-1 in TS 23.288 [2]. Our solution steps are marked as bold, as additional steps to this example procedure.
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Figure 6.5.2-1: Protection of data sent via the messaging framework
1. The data consumer-1 subscribes to data via the DCCF by invoking the Ndccf_DataManagement_Subscribe (Service_Operation, Data Specification, NF (or NF-Set) ID, ADRF Information, Data Consumer Notification Target Address (+ Notification Correlation ID)) service operation as specified in clause 8.2.2 in [4]. The data consumer may specify one or more notification endpoints and the NF or NF set to collect data from.

Service_Operation is the service operation to be used by the DCCF to request data (e.g. Namf_EventExposure_Subscribe or OAM Subscribe). Data Specification provides Service_Operation-specific required parameters (e.g. event IDs, UE-ID(s), target of event reporting) and optional input parameters used to retrieve the data. The data consumer may optionally include the Data Source NF Instance (or NF Set) ID and ADRF information indicating whether the data are to be stored in an ADRF and, optionally, an ADRF ID.
2. If the NF instance or NF Set ID is not provided by the data consumer, the DCCF determines the NF instances that can provide data as described in clause 5A.2 and clause 6.2.2.2 in [4]. If the consumer requested storage of data in an ADRF, but the ADRF ID is not provided by the data consumer, or the collected data is to be stored in an ADRF according to configuration on the DCCF, the DCCF selects an ADRF to store the collected data.
3. The DCCF determines the Data Source (e.g. AMF-1) that can provide the data and checks that the requested data is not already being collected.

If the requested data is not being collected yet, then the DCCF generates a data encryption key KE and a data integrity key KI. The DCCF will keep a mapping between the subscription (Identified by a Subscription ID) and the pair of keys. 
4. The DCCF sends an Nmfaf_3daDataManagement_ Configure (Data Consumer Information, MFAF Notification Information) to configure the MFAF to map notifications received from the Data Source to outgoing notifications sent to endpoints.
Data Consumer Information contains for each notification endpoint, the data consumer Notification Target Address (+ Data Consumer Notification Correlation ID to be used by the MFAF when sending notifications in step 8.

4a. The DCCF sends the subscription response to the Data Consumer-1. In the response, the DCCF provides key KE and key KI as well as a Subscription ID.   

5. The DCCF subscribes to data from the NF using the Nnf_EventExposureSubscribe (Data Specification, MFAF Notification Target Address (+ MFAF Notification Correlation ID)) service operation as specified in clause 5A.2 and clause 6.2.2.2 in [4], using the MFAF Notification Target Address (+ MFAF Notification Correlation ID) received in step 4. The DCCF adds the data consumer to the list of data consumers that are subscribed for these data.
The request also includes key KE and a data integrity key KI.
6.
The Data Source acknowledges the request with a Subscription ID. 
7.
When new output data are available, the Data Source uses Nnf_EventExposure_Notify to send the data to the MFAF. The Notification includes the MFAF Notification Correlation ID.
The data source associates the data with a Sequence Number.  The data source encrypts the data using KE and protects the integrity of the data by including a MIC (Message Integrity Code). The data source computes the MIC as HASH KI (data || Sequence Number).

8.
The MFAF uses Nmfaf_3caDataManagement_Notify to send the data to all notification endpoints indicated in step 4. Notifications are sent to the Notification Target Address(es) using the Data Consumer Notification Correlation ID(s) received in step 4. The MFAF may store the information in ADRF if requested by consumer or if required by DCCF configuration.
The message also includes the Sequence number received in step 7.

When Data Consumer-1 receives the data, it will check the data integrity and decrypt the data. 
9.
Data Consumer-2 (e.g.: NWDAF-2) sends a request for the same Data via the DCCF by invoking the Ndccf_DataManagement_Subscribe. The message may indicate whether the requested data should be sent to Data Consumer-2, and/or to other Consumers such as Data Repository. The Notification Correlation ID of Consumer-2 is included for notifications sent to Data Consumer-2.
10.
The DCCF determines that the requested data is already being collected from a Data Source (e.g.: AMF-1).
10a. (If key refresh is needed) The DCCF initiates a key refresh procedure for the data as described in Figure 6.5.2.2-1.

10b-12. Same procedure as in step 4a-7 for Data Consumer-2.
13-14. Same procedure as in step8 for Data Consumer-1 and Data Consumer-2.






When the DCCF provides the key KE and key KI, it also maintains a timer for renewing the keys. When DCCF decides to renew the keys, it will send to the data consumer a message with the new keys associated with the Subscription ID mentioned in step 4a. When the DCCF sends the new keys to the data consumer, it put the Subscription ID mentioned in step 6 in the message. 

6.5.2.1
DCCF initiated key refresh procedure

Since the keys KE  and KI  are shared between several data consumers and data source, it is recommended to frequently change the keys either with a limited lifetime or sequence number wrap around in data source. The data consumer is trusted in this solution, when to perform the key refresh procedure depends on different events, e.g., when the key lifetime expires, or sequence number wrap around in data source. 
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 Figure 6.5.2.2-1: DCCF initiated key refresh

1.
The DCCF receives a new subscription request from Data Consumer-2 to an existing event notification for a specific subscription ID or the key refresh timer for a specific subscription ID expires/reaches the value of the key lifetime. The DCCF generates fresh keys KE and KI .

2.
The DCCF identifies based on the subscription ID the subscribed Data Consumer and the Data Source. The DCCF deletes the old key pairs and binds the new key pair to the involved NFs of the subscription ID.

3.
 The DCCF sends a Key Refresh Request to all Data Consumers and the Data Source including the subscription ID  and the new keys KE and KI. 

In case the DCCF would like to store data in the Data Repository Function (DRF), then the DCCF adds the DRF as a data consumer for a specific subscription ID. The DRF then can decrypt the encrypted data and store it unencrypted in the DRF (tamperproof) memory. Once a data consumer would like to read historic data of a specific subscription ID from the DRF, then it creates a corresponding subscription ID and the DCCF will add the DRF as a data source. With those scenarios, the DRF will always be able to store the data of producers and to provide them to consumers, because the DRF will always have the corresponding keys KE and KI to encrypt/decrypt the data. 

6.5.3
Evaluation

Editors’ Note: This part depends on the updates to the requirements of this key issue which is pending. It will be re-visited the if the updates of the requirements of the key issue are agreed.
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